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Eran Hammer 

 http://hueniverse.com/2010/09/oauth-bearer-tokens-are-a-terrible-
idea/ 

 http://hueniverse.com/2010/09/oauth-2-0-without-signatures-is-bad-
for-the-web/ 
 

 http://hueniverse.com/2012/07/oauth-2-0-and-the-road-to-hell/ 
 

 OAuth2: Looking back and moving on 
 https://vimeo.com/52882780 





"A Framework to build Protocols" 



JSON Web Token (JWT) 
 
JSON Web Encryption (JWE) 
JSON Web Signatures (JWS) 
JSON Web Algorithms (JWA) 

OAuth2 Resource Set Registration 
Dynamic Client Registration 
User-Managed Access 
Chaining and Redelegation 
Metadata & Introspection 

http://openid.net/specs/openid-connect 
  basic-1_0-23.html 
  implicit-1_0-06.html 
  messages-1_0-15.html 
  standard-1_0-16.html 
  discovery-1_0-12.html 
  registration-1_0-14.html 
  session-1_0-11.html 

Assertion Framework for OAuth2 
JWT Bearer Token Profiles 
SAML 2.0 Bearer Token Profiles 
Token Revocation 
MAC Tokens 

The OAuth2 
Authorization Framework 

(RFC 6749) 

OAuth2 
Bearer Token Usage 

(RFC 6750) 

Core (proposed standards) 

Threat Model and  
Security Considerations 

(RFC 6819) 

Informational 

http://datatracker.ietf.org/wg/oauth/ 

http://openid.net/specs/openid-connect-session-1_0-11.html


Bearer Token 
 A security token with the property that any party  in possession 
of the token (a "bearer") can use the  token in any way that any other 
party in possession  of it can.  Using a bearer token does not      
 require a bearer to prove possession of  cryptographic key 
material (proof-of-possession). 



Developers & SSL 



Infrastructure & SSL 

http://gigaom.com/2013/01/10/nokia-yes-we-decrypt-your-https-data-but-dont-worry-about-it/ 



Security Theater 





Attack Surface 

GET /authorize? 
  client_id=nativeapp& 
  redirect_uri=http://localhost/cb& 
  scope=resource& 
  response_type=token& 
  state=123 

http://leastprivilege.com/2013/03/15/common-oauth2-vulnerabilities-and-mitigation-techniques/ 
http://leastprivilege.com/2013/03/15/oauth2-security/ 
http://homakov.blogspot.de/2012/08/saferweb-oauth2a-or-lets-just-fix-it.html 



Some Facebook Hacks 

 http://www.darkreading.com/blog/240148995/ 
  the-road-to-hell-is-authenticated-by-facebook.html 

 http://homakov.blogspot.no/2013/02/hacking-facebook-with-
oauth2-and-chrome.html 

 www.nirgoldshlager.com/2013/03/ 
  how-i-hacked-any-facebook-accountagain.html 



Summary 

 The OAuth2 "approach" is useful for many typical applications 
scenarios 
 

 Spec needs some refinement 
 "basic profile" 
 MAC tokens 

 Current implementations are lacking 
 even by the big guys 
 let alone the myriad of DIY implementations 

 

 Very good & balanced view 
 https://www.tbray.org/ongoing/When/201x/2013/01/23/OAuth 
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