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Outline 

 Authorization Code Flow 
 Implicit Flow 
 Resource Owner Credential Flow 
 Client Credential Flow 



Authorization Code Flow  
(Web Application Clients) 

Web Application 
(Client) 

Resource Server 

Resource Owner 



Step 1a: Authorization Request 

Web Application 
(Client) 

Authorization Server 

Resource Owner 

GET /authorize? 
  client_id=webapp& 
  scope=resource& 
  redirect_uri=https://webapp/cb& 
  response_type=code& 
  state=123 



Step 1b: Authentication 



Step 1c: Consent 



Twitter Consent 



Evernote Consent 



The Consent Screen is important! 

http://zachholman.com/2011/01/oauth_will_murder_your_children/ 



Step 1d: Authorization Response 

Web Application 
(Client) 

Authorization Server 

Resource Owner 

GET /cb? 
  code=xyz& 
  state=123 



Step 2a: Token Request 

Web Application 
(Client) 

Authorization Server 

Resource Owner 

POST /token 
 Authorization: Basic (client_id:secret) 
 
grant_type=authorization_code& 
authorization_code=xyz& 
redirect_uri=https://webapp/cb 



Step 2b: Token Response 

Web Application 
(Client) 

Authorization Server 

Resource Owner 

{ 
  "access_token" : "abc", 
  "expires_in" : "3600", 
  "token_type" : "Bearer", 
  "refresh_token" : "xyz"   
} 



Step 3: Resource Access 

Web Application 
(Client) 

Resource Owner 

GET /resource 
 
 Authorization: Bearer access_token 

Resource Server 



Access Token 

 The resource server will authorize the client & resource owner based 
on the contents of the access token 
 after validation of issuer, signature and expiration 

 

 Typical claims for an access token are 
 resource owner identifier 
 client identifier 
 granted scopes 
 …anything additional that makes sense for your application 



(Step 4: Refreshing the Token) 

Web Application 
(Client) 

Resource Owner 

POST /token 
 Authorization: Basic (client_id:secret) 
 
grant_type=refresh_token& 
refresh_token=xyz 

Authorization Server 



Client Management (Flickr) 



Client Management (Dropbox) 



Client Management (Microsoft Live) 



Summary – Code Flow 

 Designed for server-based applications 
 Client can store secret securely on the server 

 Accountability is provided 
 access token never leaked to the browser 

 Long-lived access can be implemented 



Implicit Flow (Native / Local Clients) 

Resource Owner Client 



Step 1a: Authorization Request 

Resource Server 

Resource Owner Client 

GET /authorize? 
  client_id=nativeapp& 
  scope=resource&   
  redirect_uri=http://localhost/cb& 
  response_type=token& 
  state=123 

Authorization Server 



Step 1b: Token Response 

Resource Owner Client 

GET /cb# 
  access_token=abc& 
  expires_in=3600& 
  state=123 

Authorization Server Resource Server 



Step 2: Resource Access 

Resource Owner Client 

GET /resource 
 
 Authorization:  
   Bearer access_token 

Resource Server 



Summary – Implicit Flow 

 Simplified handshake 
 no authorization code 

 Token is exposed to browser / local OS 
 No client authentication 

 no refresh tokens 

 
 Heavily debated and many "non-standard" variations 

 



Resource Owner Password Credential Flow (Trusted 
Application) 

Resource Owner Client 

Resource Server 



Step 1a: Token Request 

Resource Owner Client 

Authorization Server 

POST /token 
 Authorization: Basic (client_id:secret) 
 
grant_type=password& 
scope=resource& 
user_name=owner& 
password=password& 

Resource Server 



Step 1b: Token Response 

Resource Owner Client 

Authorization Server 

{ 
  "access_token" : "abc", 
  "expires_in" : "360", 
  "token_type" : "Bearer", 
  "refresh_token" : "xyz"   
} 

Resource Server 



Step 2: Resource Access 

Resource Owner Client 

GET /resource 
 
 Authorization:  
   Bearer access_token 

Resource Server 



Summary –  
Resource Owner Credential Flow 

 Resource owner credentials are exposed to client 
 users should not become accustomed to that 

 Still better to store access/refresh token on device than password 
 if the developer is using that feature 

 



Client Credentials Flow – 
No human involved at all 

Client Authorization Server 

POST /token 
 Authorization: Basic (client_id:secret) 
 
grant_type=client_credentials& 
scope=resource 



Summary 

 The OAuth2 flows describe the various options for 
 request authorization 
 request tokens 

 
 A separate spec (RFC 6750) describes how to transmit bearer access 

tokens to the resource server 


	OAuth2 Flows
	Outline
	Authorization Code Flow �(Web Application Clients)
	Step 1a: Authorization Request
	Step 1b: Authentication
	Step 1c: Consent
	Twitter Consent
	Evernote Consent
	The Consent Screen is important!
	Step 1d: Authorization Response
	Step 2a: Token Request
	Step 2b: Token Response
	Step 3: Resource Access
	Access Token
	(Step 4: Refreshing the Token)
	Client Management (Flickr)
	Client Management (Dropbox)
	Client Management (Microsoft Live)
	Summary – Code Flow
	Implicit Flow (Native / Local Clients)
	Step 1a: Authorization Request
	Step 1b: Token Response
	Step 2: Resource Access
	Summary – Implicit Flow
	Resource Owner Password Credential Flow (Trusted Application)
	Step 1a: Token Request
	Step 1b: Token Response
	Step 2: Resource Access
	Summary – �Resource Owner Credential Flow
	Client Credentials Flow –�No human involved at all
	Summary

